Republic of the Philippines

PBepartment of Edbucation
REGION VII - CENTRAL VISAYAS
DIVISION OF CITY SCHOQOQOLS - TAGBILARAN CITY

Office of the Schools Division
Superintendent

DIVISIO EMORANDUM
No. , 8.2021

ADDENDUM TO THE MEMORANDUM ON THE APPLICATION OF FIELD OFFICES AND
SCHOOL PERSONNEL FOR PNPKI DIGITAL SIGNATURE

To:  Assistant Schools Division Superintendent
Chief, CID and SGOD

Public and Private Elementary and Secondary School Heads
All Others Concerned

1. This is to disseminate Regional Memorandum No. 635, s.2021 titled “ADDENDUM
TO THE MEMORANDUM ON THE APPLICATION OF FIELD OFFICES AND
SCHOOL PERSONNEL FOR PNPKI DIGITAL SIGNATURE".

2. In line with this, all School ICT Coordinators are requested to attend online meeting
on August 5, 2021at 9:00AM via MS Teams. The link will be provided later.

3. Immediate dissemination of this Memorandum is desired.

JOSEPH IRWIN A. LAGURA PhD
Schools Division Superintenden
Office of the Schools Division Superi

o Address: Dampas District, Taghilaran City, Bohol
_ = Telephone Nos.: (038)427-1702; (038)427-2506; (038)422-8177; (038)427-6718; (038)544-2147
ﬁ Email Address: taghilarancity.division@deped.gov.ph



A epublic of fi;z Bhilippines Sabete

Bepartment of Education
REGION Vil - CENTRAL VISAYAS

ADDENDUM TO THE MEMORANDUM ON THE APPLICATION OF FIELD OFFICES AND
SCHOOL PERSONNEL FOR PNPKI DIGITAL SIGNATURE

TO ALL SCHOOLS DIVISION SUPERINTENDENTS
ALL CONCERNED
1. This i to disseminate GUA Memo 00-0721-0169 titled Addendum to the Memorandum
on the Application of Field Office and Schoo! Personnel for PNPKI Digital Signature.
2 In addition to the provisions stipulated in the previous memorandum, this addendum

STITAE T

a. Inform all DepEd personnel who will serve in the election that they must have
4igital certificates on or before the 30 of September 2021. However,

submission of the PNPKI requirements will be until 23 August 2021 only.

f. Disseminate Annexes A and B, Prioritization of DepEd Personnel for FNPKI Digital
Certificate Application and Steps in Bulk Application for PNPKI Digital Certificate,
respectively.

»  Inform all concerned that submission of PNPKI requirements will be done through
the Learning Management System {LMS] from 29 July to 25 August 2021.

d. Share the Commission on Election’s (CCMELEC) Policy Guidelimes on the
Ireplementation of Digital Certificate for the 2022 National and Local Elections and

Bangsamors Autonomous Region of Muslim Mindansgo Elections.

Adgeuess Dola M. Gaisars 5, Suion, Lahueg, Ceou City
Telephons Mos.: (032) 231:143% {032; 434-7395
Ernali fddress: repinn? @degad.gov.gh




3 Regional OIC-Personnel Officer, Division IT Officers (DITOs) and Personnel Officers are
requested to attend the meeting on July 29, 2021 ar 10:00 AM via MS Teams. DITOs

will share the meeting link to their respective Personnel Officers.

4. Immediate dissemination and compliance with this Memorandum is enjoined.

SALUSTIANO T. JIMENEZ, JD, BdD, CESO V
Director Wé
Regional Director
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Republika ng Pilipinas

Ragawaran ng Edukagpon

Tanggapan ng Pangalawang Kalithim

OUA MEMO 00-0721-0169
MEMORANDUM
26 July 2021

For: Regional Directors and BARMM Education Minister
Schools Division Superintendents
Region and Division IT Officers
Region and Division Personnel Officers
School Heads
All Others Concerned

Subject: ADDENDUM TO THE MEMORANDUM ON THE APPLICATION
OF FIELD OFFICES AND SCHOOL PERSONNEL FOR
PNPKI DIGITAL CERTIFICATES

The Commission on Election’s (COMELEC) Policy Guidelines on the
Implementation of Digital Certificate for the 2022 National and Local Elections and
Bangsamoro Autonomous Region of Muslim Mindanao Elections requires the use of
digital signatures for personnel who will serve in the May 2022 National and Local
Elections to ensure transparency and credibility.

In relation to this, the Office of the Undersecretary for Administration {OUA)
releases this addendum to OUA Memo 00-0721-0129 Application of field offices and
school personnel for PNPKI digital signature released on 16 July 2021.

The Department of Information and Communications Technology (DICT) has
extended their full support by allowing DepEd to process the application for digital
certificates through bulk registration and has waived the submission of
requirements that are otherwise too taxing to provide, considering that DepEd
personnel who will serve in the election must have digital certificates on or
before the 30th of September 2021.

For the prioritization list in the processing of applications and composition
of the PNPKI Team, please refer toc Annex A.

For the steps and details on the application process, refer to Annex B,
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In relation to the application process, the following asynchronous (or self-
paced) virtual orientations and demonstration activities will be conducted:

1. The use of the Learning Management System {LMS).
2. Submission of PNPKI requirements through the LMS.
Note: Both activities will run from 29 July to 25 August 2021.

DepEd PNPKI Resources such as forms, guides, and samples are already
available through this link: http:/ /bit.ly/Deped-PNPKI. Contents of this resource,
including process flows and other materials, will be regularly updated.

For any guestions and concerns, please contact the following personnel
through email or chat via MS Teams:

« PNPKI concerns — Ms. Nifia Rica Bernas (support.pnpki@deped.gov.ph)
¢ LMS concerns — Mr. Winifredo Valdez (support.usdims@deped-aov. oh)

For immediate compliance.
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Annew A

PRIORITIZATION OF DEPED PERSONNEL FOR
PNPKI DIGITAL CERTIFICATE APPLICATION

1. Prioritization

DepEd personnel who are currently or will be involved in the following shall
be prioritized:

2. Regional PNPKI Team {i.e., PNPKI Focal Person, e_:tc,;

The 2022 National and Local Elections

o COMELEC stated that DepEd personnel who will serve in the 2022
elections should have the PNPKI-digital certificate by September
2021. _

Signatories of procurement-related activities

O

Head of the Procuring Entity;

Rids and Awards Committee Member;
Technical Working Groups;

BAC Secretariatf; and
End-users/Implementing Units.

&)

0o O O

Members of the DepEd PNPKI Team in all governance levels.

Other activities that require immediate use of PNPKI-certified digital
certificate.

Regional offices will have the flexibility to arrange the schedules when their
respective SDOs may access the portal.

The compositicn of the Regional and Division PNPKI Teams are as follows:

a. Regional Directors

s Responsibilities

o Oversee the activities, status of submissions, and other related
activities.

o Provide the support needed by the PNPKI Teams to reach at least
90% of the personnel in the priority list and at least 75% of
personnel in the region with PNPKI digital certificate by September
2021.

b. Regional Information Technology Officers {RITOs}
¢ Officially designated as PNPKI Focal Person and Team Leader of

Regional PNPKI Team effective immediately.

RITOs are instructed to update and submit the following informatigfis®de
through email to Mr. Hubert Cordial at hubert.cordial@deped.goysP
on of before 28 July 2021: § 18




(6]

Complete Name, Position, DepEd email address, and contact
number/s.

» Responsibilities

O

O

o

In-charge of ensuring that all identified entities in this
memorandum will be oriented to apply for their PNPKI-certified
digital certificate.

Setup and manage Regional LMS servers.

Coordinate with the PNPKI Cluster Team Office assigned in their
respective regions.

May opt to add member/s to the Regional PNPKI Team as needed.

Report to DepEd Central Office via support.pnpki@deped.gov.ph
the status of the number of applications submitted thru the LMS.

Assist in resolving issues and concerns in relation to the activity.

c. Regional Administrative Officer Personnel

¢ Officially designated as Regional PNPKI Team members effective
immediately, '

s+ Responsibilities:

O

Q

0

Support and assist the Regional Focal Person in the execution of
responsibilities.

Support and assist the Regional PNPKI Team in the scheduling of
the personnel within the Regiconal Office.

Assist in resolving issues and concerns in relation to the activity.

d. Division Information Technology Officers (DITOs]

s Officially designated as Regional PRPEI Team member and Division
PNPKI Team Lead effective immediately.

¢ Responsibilities

o Assist the Regional PNPKI Team in coordinating and ensuring
the cooperation of the whole division in achieving the objectives
of the activity.

o Coordinate and assist the Regional PNPKI Team in finalizing
LMS training schedules for their respective division.

o May opt to add member/s to the Division PNPKI Team as
needed.

o Coordinate and assist the applicants on how to fill-out the
application form and other requirements.

o Assistin resolving issues and concerns in relation to the activity.




e. Division Administrative Officer Personnel
o Officially designated as Division PNPKI Team members effective
immediately. ;
¢ Responsibilities:
c Support and assist the Division PNPEI Team Lead in the
execution of responsibilities.

o Support and assist the Division PNPKI Team in the scheduling of
the personnel within the Regional Office.

o Assist in resolving issues and concerns in relation to the activity.

3. Data Privacy

s To protect the handling of personal information that will be used in
this endeavor, only these recognized DepEd persennel will be able to
transact with PNPKI offices and personnel.

s It is the responsibility of the members of the Regional and Division
PNPKI Teams to secure the submitted requirements of all applicants
in compliance with the Data Privacy Act.




Annex B
STEPS IN BULK APPLICATION FOR PNPKI DIGITAL CERTIFICATE

This is for DepEd Field Office personnel who will apply through
bulk application done thru the DepEd Learning Management System (LMS.}

Steps in applying for the PNPKI digital certificate:

1. Preparatory activities prior to applying for the PNPKI digital certificate are
as follows: :

2. Secure a soft copy of clear and decent passport-sized ID picture
s 4.5cmx3.5cmor 1.8 inches x 1.4 inches.

s Picture should show the whole head up to the shoulders.

s Clear {not blurred) and high-resolution picture {min. of 600 dpi}

e When taking the picture using a smartphone, ensure that the
resolution is set at the highest setting and with ample lighting.

s Image should be in either JPG or PNG format.

s Taken within the last six (6) months

¢ Stretched images will not be considered

b. Secure soft copy of electronic signature

¢« Using a black permanent marker or any writing instrument with a
broad and continuous even ink flow, write a big sample of your
signature on a piece of white paper.

s Ensure that the sample signature is very clear and maiches your
official signature.

o After making the sample signature, have it scanned in high
resolution {minimum of 600 dpi) and saved in J PG or PNG format.

c. Download the free Adobe Acrobat Reader DC

¢« To download the free Adobe Acrobat Reader DC, go to this site:
https:/ /get.adobe.com/reader/ ?promoid=KSWLH

e Before dowriloading the free Adobe Acrobat Reader DC application,
make sure that all checkboxes in the “Optional Offers” section are
clear or unchecked to avoid ads.

e Next, click “Download Acrobat Reader” and follow instructions until
the application is installed on computer. o




Adobe Acrobat Reader DC

The leading PDF viewser to prish, sipn. and smotate PDEg.

- Prnvntasd Acrobst Resder

2. Download Application Form via: http:/ /bit.ly/Deped-PNPKI
a. Individually accomplish said form by clicking on text boxes. Please
note that some items with either an asterisk (¥} or “red- colored” boxes
are required to be filled-out by the applicant/s.

b. After accomplishing the form, save it in this format:
LastName FirstName EmployeeNumber [your affiliation]

Example: Bernas_Nifia_EmployeeNumber_SDO
NOTE: PNPKI will not accept handwritten application forms.

3. Submission of Requirements - The submission of requirements will be within
the DepEd LMS. '

4. Notification from the Central Office, Regional or Division PNPKI Team, thru
an advisory or memoranda, will be issued for updates and next steps.
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Republic of the Philippines N
COMMISSION ON ELECTIONS g
Intramuros, Manila ;
) ;_, . j} IJL{”{;L -

Office of Commissioner Marlon 8. Casquejo

Steering Conumitiee
MEMORANDUM

FOR - ALL REGIONAL ELECTION DIRECTORS

SUBJECT POLICY GUIDELINES ON THE IMPLEMENTATION
OF DIGITAL CERTIFICATES FOR THE 2022
NATIONAL AND LOCAL ELECTIONS AND
BANGSAMORO AUTONOMOUS REGION OF
MUSLIM MINDANAO ELECTIONS

DATE - 30 JUNE 2021

et et - e v

This has reference to the implementation of the digital signature for use of the
Electoral Hoards (EBs) in the 2022 National and Local Bleéctions.

Daring the regular online mweting held on 16 Decernber 2020, for purposes ol
preparatory activities for the 2022 National and Local Elections and in anticipation ol
the implementation of the use of the digital signatures by the EB and the possible
deputation of the Field Officers as the Regisiralion Authority, the Commission on
Elections, in Mirute Resolution No. 20-0591, approved the recommendation of the
urlersigned, as Steering Commitiee Head, the registration of the following personnel
for their respective digital signatures with the Department of Informauon and
Communications Technology (DICT), namely:

1. Regional Election Directors;

2. Assistant Regional Election Direclors,
3, Provincial Election Supervisors; anpd
4. Llection Officers.

Also on 24 january 2021, the Commission En Bane resolved, through Minute
Resolution No. 21-0021, that the use of the digital signatures by the EB and Board of
Canvassers [BOC) will surely enhance the transparency and credibility of the
elections,

Since there is a need to provide guidelines, rules and regulations governing the
application, approval, and revocation of the digital certificates to be wsed by the
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members of the BB and BOC in comnection with the 09 May 2022 National and Local
Flections and BARMM elections, attached is the policy guidelines 1o be observed
during the implementation of the digital certiticates.

For your guidance, implementation, and strict compliance.

Digitally signed
™y 2 by{Casguejo
Marion Sabucido
MARLON 8. CASQUEJOD
Steering Conmunittee, Acting Head
Commiissioner

® o e

£ Executive Duecior Barfolonwe { Stnocrus, I

Deprrty Exevutiop Divector for Opemtivus Teopiste L. Elnes, Jit
Dirvetor Divona B Blag-Peres, Acting Dorecior IV, FHEAL
Director Jeannie ¥, Flosong Bivepor 1V, 1TD




Republic of the Philippines
COMMISSION ON ELECTIONS

Intramuros, Manila

POLICY GUIDELINES ON THE IMPLEMENTATION OF DIGITAL CERTIFICATE FOR
THE 2022 NATIONAL AND LOCAL ELECTIONS _
AND BANGSAMORO AUTONOMOUS REGION OF MUSLIM MINDANAQ
ELECTIONS

It is the policy of the State to ensure free, orderly, honest, peaceful, credible, gender
responsive, socially inclusive, informed and COVID-19 free elections, and other
similar electoral exercises by improving on the election process and adophing systems,
which shall involve the use of an automated election system that will ensure the
secrecy and sanctity of the ballots and all vlections, consolidation and ramsmisston of
votes in order that the process shall be transparent and credibie and that the results
shall be fast, acourate, and reflective of the genuing will of the people.

During the regular online meeting held on 16 December 2020, for purposes ol
preparatory activities for the 2022 National and Local Elections and in anticipation of
the implementation of the use of the digital signatures by the Electoral Board (LB) and
Board of Canvassers {BOC) members, and the possible deputation of the Field Officers
as the Registration Authority, the Commission on Elections, in Minute Resolution No.
20-0591, approved the recommendation of Commissioner Marlon S, Casquejo, as
Steering Committer Head, the registration of the following personnel for their
respective  digital  certificates  with  the Department . of  Information arud
Communications Technology (DICT), nameiy:

1. Regional Election Directors,

7, Assistant Regional Election Directors;
3. Provincial Election Supervisors; amd
Floction Officers,

e

Further, during the regular online meeting held on 90 January 2021, the Commission
Er Bane RESOLVED, through Minute Resolution No. 2140021, that the use of the
digital signatures by the EB and BOC will surely enhance the transparency and
credibility of the elections.



This Policy Guidelines shall provide the rules and regulations governing the
application, approval, and revocation of the digital certificates be used by the
members of the EB and BOC in connection with the 09 May 2022 National and Local
Elections and BARMM elections.

ARTICLE]

GENERAL PROVISIONS

Section1. Cowvernge and Scope. = These Guidelines shall apply to the
procedures for the enrollment, approval, and revocation of the Digital Certiicates that
shall be used by the members of the EB and BOC in connection with the 0% May 2022
National and Local Elections and BARMM Elections.

ARTICLET

DEFINITION OF TERMS

Sectionl.  Definition of Terms. - As used in these Guidelines:

al

b

)

£

APPLICANT refers to an individual who is applying for a digital cortificato
with the Commuission.

APPLICATION FORM refers to the fillable Portable Document Format
(PDF} application form fosr the issuance of the Philippine National Public
Kev Infrastructure (PNPKI digital certificate.

BOARD OF CANVASSERS (BOC) shall be compused of a Chairperson,
Vice-Chairperson, amnd  Member-Secretary  tor each province. by,
municipality, district, and autonomous regi,

| CERTIFICATE AUTHORITY (CA} is an entity that issues digital

certificatos.

DIGITAL CERTIFICATE refers to a file issued by a Certificate Autharity

containing an individual’s personal information as proot of the individual's

{or machine’s) electronic identity.

ELECTORAL BOARD {EB) shall be composed of a Chairperson, & Poll
Clerk, and a Third Member which shall be constituted and appointed by the
Commission, through the Blection Officer (EO), for gvery clustercd o group
precinet in the district, citv, or municipality, o writing, in the fonm
prescribed by the Commission.



g} ORS refers o the Online Registration System, which shall be used by the
Applicants in encoding their application for a digital certificate.

i) PNPKI refers to the Philippine National Public Key Infrastructure.

i1 RAO refers to the Registration Authority Officer. There shall be two (2)
RADs. The RAO1 shall be the Election Officer of the city/municipality,
whether holding a permanent appointment or in an acting capacity, who
shall be incharge in accepting all applications for digital certificate and
documentary requirements as well as the encoding in the TMSRA.

The RAOZ shall be the Provincial Election Supérvisor of the province,
whether holding a permanent appointment or in an acting capacity, who
shall be in-charge in approving all applications for digital certificates,

i the National Capital Region {NCR), however, the RAO1 shigll be the
Election Assistant of every city/ municipality. The RAO2 shall be the Election
Officer of every city/ municipality.

1 RAA refers to the Registration Authority Assistamis, who shall be the
Elecion Assistarit of the city/municipality holding a permanent
appointient outside NCR.

ki SUBSCRIBER refers to a person who has been issued & digital certificate by
the Commisston.

i TMSRA refers Token Management System-Registration Aathority, which
shall be used by the RAOQs in approving all applications for digital
certificate. '

m} VOTING CENTER refors to the place or building where the polling place
s located, '

ARTICLE 11

REGISTRATION AUTHORITIES

Section 1. Fusnctions awd Responsibilities of the RAOs in the Application sl
Verification for Digital Certificates. ~ There shall be one (1) RAOL and one (1) RAOZ
in every OEQ.

o) The RAOT shall:

i Accept and verify the Applicant's digital cortiticate application;



ii.  Conduct digitization and encoding of applications;
il Accept and verify Subscriber’s request for revocation of digital certiticate:

b} The RAOZ shall:
i Approve certificate applications and requests tor revocation,

In compliance with the Data Privacy Act. Plantilia Casnals, Job Orders, and
LGU Casuals are prohibited from being designated as Registration Authorities.

Section 2. Registration Authority Workflow.

a) The RAA receives and checks the completeness of the submitted documents

and ensures that the same are readable;

b) The RAO1 verifies, signs and seals application forms.

¢) The RAO1 encodes Applicant’s data into the TMS Web Manager Add User.

dy The RAOL verifies the encoded data against the submitted application form.

e) The RAO1 sends an email to the Applicant to schedule an online identity
verification and validation of submutted documents.

fi If Applicant’s identity has been verified and all submitted documents have
been validated, the RAO2 shall approve the application,

2) Once approved, the RAOT then sends an email notifying the Applicant that
his/her digital certificate is ready for download. .

ARTICLE IV

PERIOD, PROCEDURE AND REQUIREMENTS FOR THE APPLICATION
AND APPROVAL OF THE DIGITAL CERTIFICATES

 Sectionl.  Wiho May Apply jor a Digital Certificate that Shall be Used in
Connection With the 09 May 2022 National and Local Flections and BARMM
Elections - All members of the BB and BOC who shall serve in the 2022 Natiorial and
Local Elections and BARMM Elections shall be required to apply for their digital
certificates.

Such members of the EB shail be public school teachers who are willinng and
available to render election service. Should there be a lack of public-school teachers
willing, available or qualified to serve, the Commission may instead appoint the
fallowing persons, in thisorder of preference, i secordance with Section 3 of Republic
Act No. 10756, namelv:

al  Private school teachers;

" ~An Act Rendering Flection Serviee Non-Compulsory for Public School Teachers,
Authorizing the Appointment of Other Qualificd Uitizens., Providimg for Compensation and
Ohthier Bonefits
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National governunent employees:

Depariment of Education (Depkd) non-teaching personnel;

Other national government officials and emplovees holding regular or
permanent positions, excluding unitormed personnel of the f)rp;u tmenit uf
National Detense and all s attached agencies;

Members of the Commission-aceredited citizen arms or other civil socioty
organizations and nongovernmental orgamizations duly aceredited by the
Commissior; and

Any registered voter of the city or municipality of known integrity it
rompetence who is not connected with any candidate or politicat party.

_ The members of the BOC in cach mumicipality, city, district, pnrm'-u"sét“; and in
the Bangsamoro Autonomous Region in Muslim Mindanao (BARMM) shall be the

following:

aj

hy

. r-l’

oy

o

MBOC. - The MBOC shall be composed of the Municipal Electivn Officer
Municipal EG) or a representative of the Commission, as Chairperson; the
Municipal Treasurer, as Vice- Chairperson;  and the  Districr School
Superviser; o in the absence of the latter, the most senior Principal of the
schoo! district, duly designated as such by the District Supervisor as
Member-Secretary.

DBOC for the Legislative District Taguig-Pateros. - The DBOC for the
legisiative district of Taguig-Pateros shalt be composed of the City EOora
lawvyer of the Commission, as Chairperson; the City Prosecutor, as Vice-
Chairperson; and the Schools Division Superintendent, as Moember-
Secretary

CBOC. - The CBOC shall be composed of the City Election Officer (Ciny EG)
or a lawver of the Commission, as Chairperson; the ¢ ity Prosecutor, as Vice-
C hairpermm and the Schools Division Superintendent, as Member-
Secretary. In cities within the National Capilal Region (NCR) and ather
highly urbanized cities with more than one (1 City EO, the Regional
Clection Director (RED shall designate the City BEO who shall act as
Chairperson In cities which are outside the NCR and with more than one
{13 City EO, the Provincial Election Supervisor (PES) shall designate the City
EC who shall act as Chairperson,

PBOC. - The PBOC shall be composed of the Provincial Election Supervisor
(PES) or @ lawyer of the Commission, as Chairperson; the Provincal
Prosecutor, as Vice Chairperson; and the Schools Division Superintendent,
as Member-Secretary.

RBOC in the ARMM. - The RBOC in the ARMM shall be composed of the
Regional Election Director (RED) of the ARMM ar a lawyer of the
Lx-mm:s&,mn, as Chairperson; a representative of equivalent rank from thie



Department of Justice, as Vice-Chairperson; and a representative, likewise,
of equivalent rank from the Department of Education, as Member-
secretary.

Section 2 Substilute Members of the EB and BOC. - Each
city / municipality shall have a pool of substitute members for their respective EBs and
BOCs who shall likewise enroll and be jssued a digital certificate to enable them o
gerve i the 2022 National and Local Elections.

In case of the absence of the previously appointed EB and BOC on the day of
the election and canvass, the following allocation shall be observed:

" No. af Clustcrfec:i Precincts in a VOTING le';‘nt;" of "vé-ﬁ-ﬁsiitmé:«:

I CENTER S
'.”:h&pwm than 5 clusters 3
CAtleastl0custers B
r\% leaat 1'3 cimte o _ Tw,,__. o

Section 3. Application Period. - the following sehedule shall be observed in
the tiling and processing of applications for digital certificates:

&___:_ I’ermd " __ m— Xﬁ;ﬁh rzts___‘“'? Y w
_August to Septemiber 2021 _ IR . S——

thobef to November "i)'}i

Sectiond,  Reguirements. - Applicants shall submit  the nlowing
decurments:

1. Duly accomplished application form;

2. Birth certificate or vaitd Philippiné passport;

3. Unified Multi-Purpose Identification (UMID) compliant card, [n the
absence of a UMID-compliant card, ANY TWQO (2) of government
issued D5

4. One {1} passport size 1D picture

5. Active mobile mumber; and
6. Active personal e-mail address.

Section 5. Document/s to be Subsmitted in Liew of the Reguired Birth
Certificate/Covernment Issued 1Ds, - Should the Birth Certificate or any of the
Government lssued DS mentioned in the preceding section be unavailable at the tine
of the application, the Applicant may submit a Certification duly signed by the head
of the department, agency, or office where he /she is carrently employed, attesting the
identity of the Applicant. ‘



Gection b, Applicution and Verification for Digital Certificates. = All
Applicants must:

a1 Submit clear scanned copies of requirements; and

)

The Applicant must attend the online identity verification wherein they
will present the original documents,

_ Sectivn7.  Procedure for the Application. = The steps for online application
are the following:

el
]
e

Access the PNPKI website by enlering https:// .t.‘li{:’?;.g{w..taiﬁfpnpk‘.i-
individualb-certificae in the web browser, Note that this page will also show

the list of requirements; _
Click on “Application Form”, download and open the application torm
using a PDF reader (i.c., Adobe or Foxit);
Fill out all the required information in the form found in the red box;
Fill sut the Declaration page - the date, place, and name of Applicant in
Page 2. It will automatically fill out Page 4. Once complete, save the file as
POF and pring
Send the application form and requirements cnumera ted in Section 3 of taiy
Article to the OBCQY's official email;
The RAA will check the completeness of the hvormation and submitted
reguirements; '
If complete, the RAO] will send an email to the Applicant to schedule a
video call session for identity verification and validation of su bmitted
documents. The said email shall containthe following information:
i Date and Time of the Online Identity Verification;

i, Video call platform; and

i, Video call credentialg;
During the video call session with the RAQ1, the Applicant shall sign Pages
3 and 4 of the application forms and submit the same to the OEOY s official
wimail; ‘ :
Oince received and approved by the RAQ2, the Applicant shall reeeive
his/ her digital centificate download credentials through email.

in downloading their digital certificates, Applicants are discouraged from
using public or shared computers. Please note that documents may only bt signed
digitaily using laptops and desktops insialled with Windows or Mac Operating

Svstem,

Section 8 Owline Identity Verification of Applicants. - In relation o

subparagraph {g) of the immaediately preceding section, the following guidelines must
be observed:



ay  ldentity verification shall be done online through video call supported
platiorms that are free of charge, including, but not limited o, Skype,
Viber, Webex, and Zoom;

b} The video cali session shall be scheduled and tacilitated by the RAOI na
manner that will not disrupt the continuing registration of voiers;

¢} During the video call session, Applicants must present the ariginal copies
of their submitted documents and [Ds, The RAA shall take a picture of the
Applicant while holding the original document for verification and
documentation.

Section 4. Fuace-to-Face Verification/Exception o the Omnline ideniilty
Verification of Applicants. = In cities/ municipalities where internet connection is
unavailable or unstable, the RAA shall contact the Applicants through their registered
working mobile number to inform them of their scheduled appointmenit at the OEO.

The personal identity verification shall be scheduled in a manner that will not
disrupt the oagoing volers registration.

ARTICLE YV

ISSUANCE OF DIGITAL CERTIFICATES

Section1. PNPKI Self-Service Portal for Envollment, Installation, wid
Downlomding of Duly Approved PNPKI Digital Certificate. - Once the PNPKI digital
certificate is approved, the RAQ! shall send an email notification to the Subseriber
with instructions to enroll, download, and install his/her digital certificate i the
PNPKI Self-Service Portal.

The certificate shall be deemed issued and accepted once the digital certificate
has been dewnloaded and accessed. Therefore, upon enrollment in the PN PKI Seli-
Service Porlal, the Subscriber must review the contents of his/her digital certificate
before downloading. Subscriber naay object to the certificate or its contents and request
for corrections within five (5 days from the issuance thereol,

Bevond the five (5) day period, corvections will no fonger be allowed, The
Subscriber must then apply for the revocation of the refected digital certificate and
imsuance of a new certificate,

Section 2. Subseriber’s Responsibility over the Digital Certificate. - Once
the digital certificate has been accepted, the Subscriber shall be résponsible for the
custody and proper use thereof in a safe and secure manner.



Section 3. Validity of the Digital Certificate. - thessued digital certificate
will only be valid for two (2) vears from issuance thereof,

ARTICLE V1

REVOCATION OF DIGITAL CERTIFICATES

Sectionl.  Revacation of the Digital Certificate. - The digital certificate
duly issued to the members of the EB, BOC, and their substitutes may be revni\e in
case uf the following:

at Key compromise - the Subscriber’s private key was compromised;

By CA compromise - the kev of the Certificate Auihnr:w was compromused;

ci Superseded - the Subscriber has a new certificate;

gy Undisclosed = the Subscriber did not state the grounds. for his/her
application for revocation:

ARTICLE VI

MISCELLANTEOUS PROVISIONS

Sectionl.  Reporting and Records Keeping. - the Election and Barangay
Affairs Department (EBALD) shall provide the template of the report on the
implementation of this Resolution. EBAD shall likewise submit monthly reports on
the progress of the accepted applications and actions taken thercon to the Project

Management Office and Steering Compmnittee for the 2022 National and Local Elections
amd BARMM Elections,

Section 2. Roles of the Regional Election Directors REDs), Assistant
Regional Election Divectors (AREDs), Provincial Election Supervisors (PESs) and
Election Offivers (EOs). - The REDs, AREDs, PESs, and FOu shall ensure the stiict
implementation of the provisions of this Guideline and the timely compliance with
the reportorial requirements,

| APPROVED
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1 heroty agre that | have rean ang undestecd the provieions of ihe Subsgriber s Agreement: et all informaticn provitsd rm‘.:l cotumeits
submined 7 relaion 10 this apphoalion IS Lo w0 COMet 1o ©i Dest of my oowleage: that | am dily authorzed o make this appheaton,
that | consant o the subseriner aorseinsnt and will abide by e same; that | aecept e publication of my cartfizate information,

| authorize ang edprescly give consent o the Natonal PKE through s authanzed reﬁresan.aums) 10 VEHTY My parw.s antonnation rom
whilewat 2008 H doems appropriate,
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Present th2 L ariginal dosumerts with pholocopy 1o our Hegmiration Authodity for veeitication and atiesiation

i

B&quimd Documanis:

Birt corlificats iseued by PSA OF vald F'a«:spﬁr! '
&lign Cartilivate of Ragsiration (ALR] card lor foreigners
United Moli-purpose identication Card (UMID, Compliant Card

TN

in the absence of UMID-compliant card, aty two {2) of the iollowing cards are allowed as valid [0's

Driver's License

Protessinral Raguiation Commisson (PAGH D

National Bureau of lnvestigaion (NBI Clearance

Pogtal 1D

Woiers 1D

Oowernmant Sandes Insurance Syetem (G3I8) &.Card

Govarsmant Otfice anié GOCG 10, ag. Armad Forces of the Phllppings (AFF 1D, Hame Dwvalapment Mituasl Fund THOMF}
Soal Sevurity System (§58: Gard

SBenior Cilzen Carg
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4.0 Subscriter Obligations

This Agreament goveris the subscriser's application for. accepiance and use of, a aigiel coriicate issued by ine |

a:
B
)
t}
8]

fi

&

Tha provisions of the Rool CA OPICPS, GavCh CP/ICPS. and other perinent documants are binding upon ne
siibseriber,

A the informetion provided i the dinital cerdticae application form 1S Yrug and comedh

Tha use of the digial certificats shall be for the sole use of the gubtcaber.

The subsertsr wii ooy, under any crcuristances, allow any otfier person 1o use the digital ceriifieate, Any sueh
use by dnother person constitiles a compramise of the assocmted private Key, requining he revooation of the digaal
cerificata,

as any PIN number of oibar maans used 1o activals the prival Rey, ]

The subsctiver shall remain solely responsibie for the munenance of the confidentaity of the certiticate.

The subscriber shall no! use the digiial coriioas for any uniowls purpese, of for any purpese that does net have
arything 1 do with accassng the PKI infermation sysiems 0 ransactions using the digiial certiicates,

Tig subscriber shad promplly cogquest tha BA 1o revoke the digial cortifcate upan KESWIrng of suspecting masaurale
information. loss, eaposere O compromise of the sssonted prvate key

. The subscriber snall not tamper, nteriere with. or reverse-entineer any iachnical implemeatation of the digital

certiate of ite uSs. B¢ i ANy MAANE! SAAK 10 CoMprarmiss the Securly provitied by the RA and the Nanonal PKI
sysiem.

 The subscriber accepls the fisk of an undetectad compromised dgital certificate or associed privele Wy, whih

may pe used fo impersonate the said subscriber,

£.0 Permissioh o Publish Information

The Substriber agrees that PAPKI may publish the serial number of the Subissribers Digitai Certificam In conneston with
NPy dissemination of GRUs and OCER

8.0 Disclaimer

PRPK! sisli mot he abiefor any cleims arisng from protibited use of Digial Ceriificites sund by GovCA PHPRI vl it
be liaple i he user has not respected s oiffigations mentivned in the CPE and in thls agroement

7:0 Teym and Termination
This agreamen shail ternunate upon

2
Bl

The expiry date of any Digital Certficire issued to the Subscriber

Any iatlue (o comply wih any of the subscriver chiigations sertionad in this Subserbet Agregment

B.0 Effec! of lermination

Upon termination of this Subscriber Agreemment for any reason, BNPKI may revoka the Subsedoers Diginal Certificate an
accordance with PNPK! revocation procadures.

4.8 CF and OPS nformation
The cigital coritate containg informaton provided by e subscriber wiich 18 suthenteated by the BA in sccordancs

with the reguirerents sot out in fne GA SPand CPS. awaliabie for viewing znd cownload at dict.gov.phibnikll.
Date: [ | Piace. ] i Name of Applicunt: | ; i
Signaiaie A S

Fiense sign n e prasense of an administenng ofticer)

BT Bulding. C.8 Sasms Aveoge, Ddiean, Quesen Doy, 1101, Phdiggnnes
A% 0P QTR0 Wl dicigownh




