Republic of the Philippines
Department of Education
Region VIi, Central Visayas
DIVISION OF CITY SCHOOLS — TAGBILARAN CITY
City of Tagbilaran

August 9, 2017

DIVISION MEMORANDUM

NoMJ%s. 2017

SECURITY OF ENTERPRISE HUMAN RESOURCE INFORMATION SYSTEM (eHRIS)

TO: Division Chiefs
Education Program Supervisors
Public Elementary and Secondary School Heads
All Others Concerned

1 This is in line with Regional Memorandum No. 0506, s. 2017 issued by Director
Juliet A. Jeruta of DepEd Region 7, in support to the Memorandum from the
Office of Director Aida C. Yuvenco, DepEd Information and Communications
Technology Service, regarding the growing concern on the security of Enterprise
Human Resource Information System(eHRIS).

2. This Memo is issued to allay fears of employees regarding the growing concern
on the security of eHRIS.

3. Attached hereto is the copy of the said Memorandum for reference and
guidance.
4, For your information and wide dissemination.
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VIRGINIA C. ZAPANTA, Ed.D., CESO V
Schools Division Superintendent
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SECURITY OF ENTERPRISE HUMAN RESOURCE INFORMATION SYSTEM (eHRIS)

To: Schools Division Superiniendents
School Heads
Region and Division Personnel Officers
Region and Division Information Technology Officers
All Others Concerned

1. For the information of all concermed. enclosed is DepEd Memorandum from
the Office of the Director, Aida C. Yuvienco, DepEd Information and
Communications Technology Service, relative to the Security of Enferprise
Human Resource Information System (eHRIS).

2. This memo is issued to lessen the fears of employees regarding the growing
concern on the security of eHRIS.

3. Attached hereto is the copy of the said Memorandum for reference and
guidance.

4. Immediate dissemination of this Memorandum is desired.

c;fm A 7\»‘5’
JULIET A. JERUTA, PH. D., CESO ¥

Director Il
Officer-in-Charge

1A8)Rgs ffi i Birector (ORDir), Tel. Nos.: (032) 231-1433; 231-1309; 414-7399; 414-7325; Office of the Assistant Director, Tel. No.: (§32) 255-4542
Figld Technical Assistance Division (FTAD), Tel. Nos.: (032) 414-7324 Cwricolum Learning Management Division (CLMD), Tel Nes.: {032)414-7323
Quality Assurance Division (QAD), Tel. Nos.: (032) 231-1071 Human Resonrce Development Division (HRDD), Tel. No.: (032) 255-5239
Edncation Sopport Services Diviston (ESSD), Tel. No.: (032) 254-7062 Plauning, Policy and Research Division (PPRD), Tel. Nos.: (032) 233-9030;
414-7065 Administrative Division, Tel. Nos.: (032) 214-7326; 414-4367; 414-7366; 414-7322; 414-4367 ’

Finance Division, Tel. Nos.: (032) 256-2375; 253-3061; 414-7321

“ £50 2015: Hanapatan ag Lakat, Fananagutan ng Lafiat ”



i

26-Jul-17
Republic of the Philippines ~°

Bepartuient of Chucation

INFORMATION AND COMMUNICATIONS TECHNOLOGY SERVICE
Pasig City, Philippines )

éif‘!‘h T3 Department of Education
%romnd Region VII, Central Visayas

e A 0

RD2017-2302

Office of the Director
MEMORANDUM

TO: Regional Birectors
Scheols Division Superintendents and Officers-in-Charge
Public Elementary, Junior and Senior High School Heads and Officers-In-Charge
Region and Division Personnel Officers
Region and Division information Technology Officers

All concerned
FROM: €. YUVIENCD

Director IV
SUBIECT: Security of Enterpsise Human Resource Information System {et3RIS}
DATE: 21 July 2017

We acknowledge the growing coneern regarding the security of eHRIS. We are issuing this memo to
allay the fears of employess regarding this issue.

The concern emanated §rom Caloacan Public Elementary and Secondary Teachers Federation {CPESTF)
that was posted in their Facebook Page highlighting a message “not secure” that appeared in the browser’s
address bar while accessing the site. This occug when the site does not have an SSL certificate.

Please be assured that we are in the process of implementing HTTPS in ALL our web applications. While
thisis ongolng, we have put in place other mechanisms 1O secure ouv data and applications and these are:

»  Web encryption of critical data such as passwords.

»  Host servers are protected by an enterprise firewall both software and hardware.

«  We have a facility to monitor malicious atternpts to penetrate our netwark.

. However, research show that 70% of breaches in information security result from human error.
Information security is @ concern and responsibility of everyone, so we enjoin you to observe the following
precautions:

»  Refrain from using public computers and wi-fl.

s [fabove cannot be avoidgd, ensure that you close the browser and logofi.

« DO NOT SHARE YOUR PASSWORD.

» Do not leave your computer open, If you need to take a break, logoff from the application

. and tock your computer.

* ~Epsure that your Operating System {OS) is updated.

« Do not post sensitive information on social media. This is often the cause of identity theft.

»  Always read and understand online messages and be diligent encugh to know and
understand the source before clicking anything on the web. This is where identity theft

also oceur. 2
Y

As a part of our short and long term plan, we are commitied to implement appropriate controls in all
areas (People, Process & Technology) of the DepEd IT Infrastructure.

CC: Victorin Cotibag, Undersecretary for Finance
Me. Lourdes Pantoja, Director IV, Buveau of R and Organizational Development
Frantis Aflen Dela Car, CAD, Personnel Division

3/F Bonifacio Bldg., DepEd Comgplex, Meralco Ave., Pasig City
Telephone No.: {02)631-9636



